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The final goal of the proposed architectural design can be described with approaches of different 

angles of attack on the issue of patient privacy: 

 A system that even the maintainers and the database administrators have absolutely no way of 

knowing the identity of the person that own any piece of data in it (the system) 

 A system that, even when fully compromised (the situation in which the potential perpetrator gains 

full control over the systems internals, code and database), the maximum information disclosed 

are clusters of transactional data for which he (the perpetrator) can only deduce that they belong 

to the same physical person, without having any means to extract info for this person’s exact 

identity. 

 





We make sure that: 

 Data from not-explicitly-consenting individuals will not participate in any transfer and 

will not be stored centrally. 

 There is an unique identifier/token that cannot be tracked back to the individual’s 

personal identifying data [Provider’s security disclaimer] in the contaxt of the centralized 

PHR, that will always be used for data-in-transit (communication between provider’s 

system and PHR) and data-at-rest (stored in the PHR’s database). 

 




